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1. QUICK START

To start using your sensor, simply go to:

https://console.radiobridge.com

From here you can register your device and immediately start receiving messages from tl
sSensor.

The sensoconfiguration, message monitoring, and setting up alerts is usualhesgelinatory
through the user interface. For further explanations of any sensor features, you may refer
user guide

2. OVERVIEW

2.1. Sensor Overview

The wireless sensors designed and manufactured by Radio Bridge provegméali to cloud
solutions for Internet of Things (loT) applicatiomkedoor/window sensor uses eagnetic

Hall effect sensato detect open/close events for doors and windowghenan open or close
eventis detected, an alert is sent over the wireleggwmork.

Features include:

1 Builtin radio that talks directly withoRaWAN wireless networks
1 Two types of tamper detection: enclosure tamper and wall mount tamper
o Enclosure tamper detects if the packaging of the sensor itself is opened or |
Available on the RBSx01, RBSx05, and RBSx06 sensors.
o Wall mount tamper detects if the sensor has been removed from the wi
mounting point Available on the RBSx01 and RBSx05 sensors.
1 200,000+ transmissions on a single battery and1® yearbattery lfe depending on usag
See Battery sectiofior more detail.
1 Fully integrated internal antenna
Over the air sensor configuration in the field
1 Automatic low battery reporting andupervisory messages

=

COPYRIGHD 2019, RADIOBRIDGENC WIRELES300RWINDOWSENSOR PAGE2 OF12



RIDGE WIRELE300RW INDOWSENSOR

2.2. Revision History

Tablel Revision History

Revision Date Description

1.0 April 2018 Initial release of the document
1.1 August 2018 Updated protocol definitions
1.2 October 2018 Regulatory and FCC

1.3 March 2019 Add International Part Numbers
14 September 2019 | Updated common sections

2.3. DocumeniConventions

Table2 Document Conventions

Font / Icon Meaning

\ ' Important notes

—

/l Warnings and cautions

2.4. Part Numbers

Table3 Part Numbers

Part Number Rating Wireless | Region

RBS01-DWSUS Indoor LoRaWAN| North AmericaSouth America
RBS801-DWSEU Indoor LoRaWAN| Europe

RBS01-DWSAU Indoor LoRaWAN| Australia,South America
RBS06-DWSUS Outdoor/Industrial| LoRaWAN| North AmericaSouth America
RB306-DWSEU Outdoor/Industrial| LoRaWAN| Europe
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3. TECHNICABPECIFICATIONS

3.1. Absolute Maximum Ratings

Table4 Absolute Maximum Ratings

Parameter Rating Units
Operatingambient temperature (Indoor Version) -30 to +70 °C
Operatingambient temperature (Outdoor Version) -40 to +70 °C
Storageambient temperature -40 to +D0 °C
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4. BATTERMFE

The sensoruses a lithium nomechargeable battery and is capable 260,006+ total message
depending on the wireless standard and usdger an accurate estimate of battery life, ple
NEFSNI 2 GKS a{Syaz2NJ .| G§dGdSNE 9adA ebsie2 T
spreadsheet combines usage information such as average number of messages per
estimates the battery life for a particular sensor.

\ WSTSNJ G2 GKS aLINBFRaKSSG a{SyazN
S website for specific battery life estimates.

¢KS LI226SNI NBljdZANBR FT2NJ I YSaalr3asS {(Nryay
power consmed when the sensor is inactive) for high power radio technologies su
LoRaWAN. This means that the battery life for most sensprgnsirily dependent on the numb
of transmissions per da

Different battery types will deplete over time with diffené voltage profiles. For instance
lithium battery will maintain a relatively high voltage for the life of the battery and

experience a rapid drop near the end, whereas an alkaline battery will experience a more
reduction in voltage over timm Radio Bridge sensors are shipped with lithium batteries, and
are recommended when the battery needs to be eventually replaced.

Temperature also plays a role in battery life. The battery life estimates in the online sprea
assume room temperature, but temperatures close to the maximum and minimum ratini
have a negative impact on battery life. For example, battery voltagdstea be lower in col
temperatures and the internal circuitry needs a certain minimum voltage to operate prt
before it will shut down. Thus, battery life will tend to be shorter when running the sensor i
environments.

/l Battery voltage will be lower in cold temperatures and thus battery life

H will be reduced in cold environments.

The batteryvoltage is reported by the supervisory messages as well as a low battery int
See the section on Message Protocol for more detail.
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5. TESTMESSAGES

The sensor can be triggered to send test messages by placing a magnet nextitietbgthe
sensor. The location of the magnet is indicated byttl@gular notch on the side dBSx01
and RBSx05 sensoRBSx04 sensors do not have this capabilityere is a small magnetic Hal
effect sensor that will detect the presence of a magnet and send a message. This can be
diagnostic purposes to ensure the sensor is within range and connected to the ketwor

6. MESSAGBROTOCOL

This section defines the protocol and message definitions for the sensor.

Radio Bridge provides a wdtased console at console.radiobridge.corr
to configure and monitor sensargsage of this console is highly

/! recommended for most customers rather than implementing the
protocols defined in this section.

If the standard Radio Bridge console (console.falitye.com) is not used, refer this section
to decode the sensaltataand configure the sensor through downlink messages

6.1. CommonMessages

There are common messages across all wireless sensors that are defined in the docume
G/ 2YY2y {Syaz2N) aSaal3aSaé¢ 6KAOK A& I OFAfl

\ wSTSNJ G2 GKS R20dzyYSyd a/2YYz2y {S
AL common messages. Common messages are not defined in this documei

Common messages inclutasic error messages, tamper, supervisory, and downlink ack. |
important to refer to that document prior to decoding the messages defined in this sectior
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6.2. Uplink Messages

The uplink message (sensor to web application) specific tsgheor $ defined in following
table. The common uplink messages are not included in this section (see common messages
document).

Table5 Uplink Messag@x03: Door/Wincow Event

Event Payload Description

ax
(0p))
¢

0x00 {Sya2N) Aa aOf2 ¢ YSIy

0x01 {Sya2N) Aa a2LISyé YSIYyAyY

6.3. Downlink Messages

The downlink message (web application to sensor) specific teghsorconfiguration is
defined in following table. The common downlink messages are not included in this section
(see common messages document).

Table6 Downlink Cofiguration Message 0x03

Bytes| Description

0 Disable events (see the table Disable Events Bit Definitions

1-2 Openhold time

3-4 Closehold time

The hold times are 1bit values that represent the amount of time the sensor must be held

in aparticular position (open or closed) before a message is sent. An example of how this is
would be used when monitoring a door to a refrigeration unit. When the door is open or shut
with, say, 1 minute, no alerts are sent. When the door is left open fanger period
indicating that it was left open, an alert can be sent.

The hold time values range fror/66535 and are represented in 250ms increments. This gives
the hold times a range of 250 millisecongi4.5 hours. If the hold time is 0, the feature is
disabled and an alert will be sent any time ttate changes.
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The table below describes the disable bit definitions which can selectively disable alerts for
one orientation or another.

Table7 Disable Events Bidefinitions

Bits | Description

7:2 | Not used
1 Disable close events. Set to disable, clear to enable.
0 Disable open events. Set to disable, clear to enable.

Note that downlink messages for this door/window sensor are not sent a
supervisory messages unlike other sensors as defined in the Common
Messages document. For security purposes, the sensor can only be
configured after a reset or tampapen event.
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7. MECHANICADRAWINGS

The mechanical drawings provided in this section are for the main body of the sensor. All
dimensions are inches unless otherwise noted.

7.1. INDOOHRRB&01 SENSORS
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